Sent via email
Information Governance
Christopher Ward, West Pavilion
St Charles Centre for Health & Wellbeing
Exmoor Street
London
W10 6DZ
Our ref: FOI/2016/018

www.clch.nhs.uk
foi.request@clch.nhs.uk

16th March 2016
Dear

,

Freedom of Information Act 2000 request: Information Asset Owner Policy/ Procedure &
Guidance
With reference to your request for information, dated 18th February, made under section 1(1) of the
Freedom of Information Act, I am writing to inform you of the outcome of your information request.
You asked the following:
1. Information Asset Owner Policy/Procedure/Guidance (I do not require any personal
identifiable information)
The Trust does not hold a policy but follows the guidance and attainment requirements
under the NHS Information Governance Toolkit. Please see link that details the
requirements:
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=424426352324059&lnv=2&cb=
168691fa-32d9-4884-9c30-43eb453f3eb9&sViewOrgType=25&sDesc=Community
2. FOI Policy
Please refer to the attached FOI policy.
3. FOI Internal Review Policy/Procedure/Guidance
Please refer to the attached FOI policy.
4. System level Security Policy (if held)
Not held.
5. SIRO – Job Description, Investigation of Data Breach/Incident Procedure
Please refer to the attached SIRO job description.
6. Privacy Impact Assessment Form Template
Please refer to the attached PIA template.

Providing community healthcare
in London and the Home Counties

Chairman: Pamela Chesters CBE
Interim Chief Executive: Peter Coles

7. Privacy Impact Assessment Guidance/Policy/Procedure
Please refer to the attached PIA template.
8. An example of an Information Asset Owner spreadsheet or template
We do not have a stand alone Information Asset Owner (IAO) spreadsheet. IAO details are
recorded in our Asset Register against each individual asset.
9. Safehaven Code of Practice
Please refer to the attached Transfer of Information Safe Haven policy.
10. Information Governance Audit Procedure/Policy/Guidance
The Trust completes the Information Governance Toolkit audit requirements on an annual
basis, assessment reports are public and available at the following link:
https://www.igt.hscic.gov.uk/ReportsOrganisationChooser.aspx?tk=424426370262688&lnv=
3&cb=a635da5b-1efd-498f-b54e-60c4927ea581&reptypeid=1
This completes our response to your request for information. If you are unhappy with our response,
please write to us giving your reasons and we will address them. If you remain dissatisfied you are
entitled to appeal to the Information Commissioner:
Customer Contact
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow SK9 5AF
Tel: 0303 123 1113
http://ico.org.uk/concerns/getting/report_concern_foi
Yours sincerely,
Cyndee Massa
Information Governance Facilitator
Central London Community Healthcare NHS Trust
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1.

Introduction

1.1

Central London Community Healthcare NHS Trust (CLCH) recognises the importance
of transferring personal / including confidential and / or sensitive information securely
and in line with the statutory requirements of the Data Protection Act 1998.

1.2

The Trust is committed to reducing the risks around the transfer of personal
information, particularly by supporting staff in implementing best practice on the
various methods of transfer available.

1.3

Personal Confidential Information (person identifiable information) flowing in and out
of the Trust should be done so in accordance with safe haven best practice principles.
All media types should be considered including telephone, fax, e-mail, paper, and
even white boards. The Trust must operate safe haven procedures for flows of
confidential information which should follow the Caldicott Principles.

1.4

The method of transfer is not the only consideration to be made when transferring
personal information. Other considerations include the amount of personal information
being transferred, i.e. is this a ‘bulk transfer’ (see definitions) and whether the transfer
satisfies the Caldicott Principles.

1.5

The Information Commissioner’s Office (ICO) is the UK’s independent authority set up
to uphold information rights in the public interest, promoting openness by public
bodies and data privacy for individuals. ICO has a number of enforcement powers
including criminal prosecution, non-criminal enforcement, audit, and the power to
serve a monetary penalty notice on a data controller of up to £500,000 on
organisations deemed to be in serious breach of the Data Protection Act. These
breaches can include systematic failures, and a lack of procedural guidance. A
number of monetary penalties have been issued for the misdirection of faxes and
emails containing sensitive personal information.

2.

Aims and objectives

2.1

The aim of this document is to provide staff with clear guidance on how to transfer
personal (and confidential/sensitive information) in the most secure way, and to raise
awareness around the significant risks when transferring such information.

2.2

The security provisions and risks specified around the use of personal information
also apply to data of a sensitive and confidential nature (including information deemed
as commercially/business sensitive).

2.3

The Department of Health requires that all NHS organisations have relevant guidance
in place in order to safeguard the privacy and confidentiality of personal or sensitive
information held. This policy is intended to satisfy that requirement.

2.4

This policy applies to the use and transfer of all personal and / or confidential
information held by CLCH in Manual (paper/hand written) and electronic formats.

2.5

All staff working for or on behalf of CLCH are required to adhere to this policy in order
to maintain information security and reduce information risk. Failings identified as
resulting from non-compliance of this policy will result in an appropriate investigation.
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3.

Definitions and explanation of any terms used.

3.1

Bulk Transfer is defined as the transfer of electronic or paper data that is ‘batched
up’ to be sent out of a location and / or the organisation at a single time. CLCH has
adopted the common NHS definition that 50 or more patient/staff records constitutes a
bulk transfer.

3.2

Business Sensitive Information is other confidential information which does not
include person identifiable data items but its content, if disclosed, may risk the
continued provision of care or compromise the Trust’s operational standing or
reputation. Examples of Business Sensitive Data are:
•
•
•
•
•

Financial Information
Tender documentation
Legal Information
Complaints data
Business cases

3.3

Consent is an agreement to an action based on knowledge of what the action
involves and its likely consequences.

3.4

Explicit consent means articulated patient agreement. The terms relate to a clear
and voluntary indication of preference or choice, usually given orally or in writing and
freely given in circumstances where the available options and the consequences have
been made clear fully.

3.5

Implied consent means patient agreement that has been signalled by behaviour of
an informed patient, for example holding an arm out to allow a health professional to
take blood.

3.6

A Data Controller is any person who controls the processing of personal data.

3.7

Data Sharing is the disclosure of information from one or more organisations to a
third party organisation (or organisations), or the sharing of data between different
parts of an organisation. For example, several organisations pooling information or
‘one off’ disclosures in an emergency situation.

3.8

Encryption is the process of converting information into a form unintelligible to
anyone except holders of a specific key or password.

3.9

Anonymisation is the procedure associated with removing information which could
otherwise be used in part or in full to identify an individual.

3.10

Pseudonymisation is a procedure which replaces the most identifying parts of a
patient/staff record (including an NHS number) with artificial identifiers, or
pseudonyms so that it can still be used for its intended purpose. Pseudonymisation
will make the individual anonymous to anyone who does not hold the key of artificial
identifiers.
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3.11

Information Flow - Data that is routinely transferred internally, or externally with
third parties, is an information flow. Information flows can be inbound, outbound or
both.

3.12

Information Governance (IG) considers the way in which all information is handled,
particularly person-identifiable, sensitive and confidential information. IG ensures that
such information is managed in accordance with legal and national requirements such
as the Data Protection Act 1998 and Freedom of Information Act 2000.

3.13

Information Sharing Agreements (ISA) set out the basis for the secure transfer and
use of personal data across boundaries and to allow organisations to share
information where there is a lawful reason for doing so.

3.14

NHSmail (@nhs.net) is the Department of Health’s only approved e-mail service for
securely exchanging personal data between NHS approved organisations. Both the
sender and recipient must use an NHSmail account in order for this to be secure.

3.15

Removable Media is a term used to describe any kind of portable data storage
device that can be connected to and removed from a computer e.g. floppy disks,
CDs/DVDs, USB memory sticks, Personal Digital Assistants (PDA).

3.16

Personal data, otherwise known as Personal Confidential Data (PCD) or Personal
Identifiable Data (PID), is information which can identify a person from that data or
part of that data. It includes any expression of opinion about any person. Personal
information includes name, address, date of birth, or any unique identifier such as
NHS number, Prison number, National Insurance number etc. It also includes
information which, when presented in combination, may identify an individual, e.g. a
postcode and a date of birth.

3.17

A Safe Haven is a secure physical location or the agreed set of administrative
arrangements that are in place within the Trust to ensure confidential personal
information is communicated safely and securely. It is a safeguard for sensitive
personal information which enters or leaves the Trust whether this is by fax, post or
other means. Any members of staff handling sensitive personal information, whether
paper based or electronic, must adhere to the safe haven principles.

3.18

Sensitive Personal Information is information regarding an individual’s physical or
mental health, race or ethnic origin, political opinion, religious beliefs, trade union
membership, sexual orientation, criminal proceedings or convictions. This data is
subject to more stringent conditions on their processing when compared to personal
information and is defined in Part I, Section 2 of the Data Protection Act 1998.

4.

Duties

4.1

Overall responsibility for the confidentiality and security of CLCH patient and staff
information lies with the Trust’s Chief Executive.

4.2

The Head of Information Governance is responsible for ensuring compliance with
the Data Protection Act 1998 and in particular the rights of data subjects such as
patients and staff. They will also ensure adequate training and support around
confidentiality and monitor the effectiveness of its implementation.
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4.3

The Caldicott Guardian (the Trust's Medical Director) is responsible for protecting
the confidentiality of patient and service-user information and enabling appropriate
information-sharing, and represents confidentiality issues at Board / Senior
Leadership team level.

4.4

The Senior Information Risk Owner (SIRO) takes ownership for the organisation’s
information risk policy and acts as an advocate for information risk on the Trust Board.
. The SIRO is Executive Director of Finance, Performance and Corporate Services.

4.5

The Information Governance Group, a subcommittee of the Patient safety and Risk
group, is responsible for ensuring the effective implementation and monitoring of this
policy, and for developing, coordinating and monitoring records management systems
and processes.

4.6

All Directorate and Departmental Managers have responsibility for records
generated by their activities and are responsible for ensuring that their staff receive
training, are aware of the requirements of this policy and apply the correct procedures
and controls. Managers will also be responsible for ensuring the implementation of
any agreed audit action plans.

4.7

All Staff employed by CLCH and/or with a responsibility for CLCH data, which may
include contractors or staff employed by other organisations but working on behalf of
CLCH, are responsible for ensuring that they are aware of the secure ways in which
personal information should be transferred and that they comply with this policy at all
times.

5.1

Legal and Professional Obligations

5.1.1 There is a wide range of legislation and guidance that relates to the use and
disclosure of personal and / or confidential information including but not limited to:
5.2

Data Protection Act (DPA) 1998

5.2.1 The DPA reveals the legal provisions around processing personal data of living
individuals. The term ‘processing’ includes any action related to the data such as
obtaining, viewing, recording and disclosing. The Act applies to staff and patient
records as well as paper and electronic records. At the heart of the Act are the 8 data
protection principles:
1)
2)
3)
4)
5)
6)
7)
8)

Data shall be processed fairly and lawfully.
Data shall be processed only for specified purposes.
Data shall be adequate, relevant and not excessive.
Data shall be accurate and kept up-to-date.
Data shall not be kept for longer than necessary.
Data shall be processed in accordance with individual’s rights.
Data shall be kept secure.
Data shall not be transferred outside the European Economic Area (EEA) without
adequate protection.
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5.2.2 The Act allows for third party access to personal information e.g. Police, Local
Authorities. This is only under certain circumstances in the Act known as
‘exemptions’. Staff should contact the IG team or Caldicott Guardian in such cases via
email to IGteam@clch.nhs.uk or clchig@nhs.net (secure).
5.3

Freedom of Information (FOI) Act 2000

5.3.1 This Act facilitates the public’s right to access non-personal information held by public
authorities. The principles of openness and transparency are key principles behind
this Act.
5.3.2 Non-personal, non-confidential information relating to CLCH and its services will be
available through a variety of media as detailed in the Trust’s Freedom of Information
Publication Scheme or considered for disclosure when received as a written access
request. All FOI requests must be forwarded to the Information Governance team by
email to: FOI.request@clch.nhs.uk
5.3.3 All records relating to a living individual are accessible to that person under the Data
Protection Act (DPA) 1998. This includes patient/client health records, and also HR
records about staff members and applicants for employment. Please refer to the
Access to Health and Personnel Records Policy.
5.3.4 Personnel Records Policy CLCH's approach to handling subject access requests or
contact the Information Governance team for more advice IGteam@clch.nhs.uk or
clchig@nhs.net (secure).
5.4

Incidents and Untoward Events

5.4.1 See also Risk Identification and Management Policy and Incident Reporting and
Management Policy.
5.4.2 All events involving the loss of data, whether relating to service users, staff or the
organisation must be reported using the Trust’s incident management system, Datix.
All information governance related incidents will be reported to the Information
Governance Group for the review and monitoring of frequency, severity and trends.
5.4.3 Serious incidents will be investigated with the support of the Information Governance
Team and may require reporting to the Information Commissioner’s Office depending
on their severity.
5.4.4 CLCH has a fair blame approach to managing untoward events. The involvement of
staff will be considered in line with the National Patient Safety Agency’s (NPSA)
Incident Decision Tree (available from www.npsa.nhs.uk) and relevant CLCH Human
Resources policies which are available on the Trust’s Policy Zone.
5.5

Common Law Duty of Confidentiality

5.5.1 Common Law is a form of law based on previous court cases decided by judges. The
general position is that if information is given in circumstances where it is expected
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that a duty of confidence applies, that information cannot normally be disclosed
without the information provider’s consent.
5.6

Computer Misuse Act 1990

5.6.1 The Computer Misuse Act makes it an offence to access information held within a
computer system without authority. Staff therefore must only access information that
they are authorised to access and not share this access with others (such as sharing
their login credentials). Staff must not alter information where they are not authorised
to do so.
5.6.2 The Computer Misuse Act outlines three specific offences:
• Unauthorised access to computer material
• Unauthorised access to a computer system with intent to commit or facilitate the
commission of a crime
• Unauthorised modification of computer material
5.6.3 The Trust will undertake or commission regular audits to assess its compliance with
legal requirements.
5.7

Caldicott Principles

5.7.1 The Caldicott Principles are a set of guidelines developed specifically for handling
Personal Confidential Data (PCD). The Medical Director is the appointed Caldicott
Guardian within CLCH.
5.7.2 The Caldicott Guardian role is supported by the Caldicott Principles which governs the
ways in which personal information is managed. The principles are reflected by the
revisions made in 2013 following the Information: to share or not to share (commonly
known as Caldicott2) review and are:
1) Justify the purpose
Every proposed use or transfer of personal confidential data within or from an
organisation should be clearly defined, scrutinised and documented, with continuing
uses regularly reviewed, by an appropriate guardian.
2) Only use PCD when absolutely necessary
PCD items should not be included unless it is essential for the specified purpose(s) of
that flow. The need for patients to be identified should be considered at each stage of
satisfying the purpose(s).
3) Only use the minimum PCD necessary
Where use of PCD is considered to be essential the inclusion of each individual item
of data should be considered and justified so that the minimum amount of PCD is
transferred or accessible as is necessary for a given function to be carried out.
4) Access to PCD should be on a strict need-to-know basis
Only those individuals who need access to PCD should have access to it, and they
should only have access to the data items that they need to see. This may mean
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introducing access controls or splitting data flows where one data flow is used for
several purposes.
5) Everyone must be aware of their responsibilities when handling PCD
Action should be taken to ensure that those handling PCD both clinical and non
clinical staff are made fully aware of their responsibilities and obligations to respect
patient confidentiality.
6) Understand and comply with the law
Every use of PCD must be lawful. Someone in each organisation handling PCD
should be responsible for ensuring that the organisation complies with legal
requirements.
7) The duty to share information can be as important as the duty to protect
patient confidentiality
Health and Social Care professionals should have the confidence to share information
in the best interests of their patients within the framework set out by these principles.
5.8

Safe Haven procedures

5.8.1 Safe haven procedures must be identified and put in place in any location where large
amounts of personal information is being received held or communicated (e.g. mail
rooms, information hubs) especially where the personal information is of a sensitive
nature such as patient identifiable information.
5.8.2 There must be at least one area designated as a safe haven at each of the Trust’s
sites and locations where personal information is processed which meet the following
requirements:
•

It should be a room that is locked or accessible via a coded key pad known only to
authorised staff; or

•

Where possible, the office or workspace should be sited in such a way that only
authorised staff can enter that location e.g. it is not an area which is readily
accessible to any member of staff who work in the same building or office, or any
visitors;

•

The office should allow for adequate storage for sensitive material, including
waste, whilst waiting for collection;

•

If sited on the ground floor any windows should have locks on them;

•

The room should conform to health and safety requirements in terms of fire, safety
from flood, theft or environmental damage;

•

Manual paper records containing person-identifiable information should be stored
in locked cabinets;

•

Computers should not be left on view or accessible to unauthorised staff and have
a secure screen saver function and be locked or switched off when not in use;
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5.9

Data Sharing

5.9.1 There are two main types of data sharing:
•

Systematic Data Sharing: routine data sharing where the same data sets are
shared between the same organisations for an established purpose;

•

Exceptional Data Sharing: one-off decisions to share data for any of a range of
purposes.

5.9.2 As the Caldicott and Data Protection principles demonstrate, personal information
cannot be disclosed without good reason and must be justified and compliant with
legal and national requirements at all times.
5.9.3 There are a number of exemptions that apply to the above eight principles that permit
the disclosure of personal information including:
•
•
•
•

The prevention or detection or crime.
In connection with any legal proceedings or obtaining legal advice.
Safeguarding purposes.
Individual’s physical or mental health, e.g. granting subject access would cause
serious harm to the physical or mental health of the individual or someone else.

5.9.4 Before applying or acting on these exemptions, staff must seek guidance from the
Information Governance Team
5.9.5 The Trust is not permitted to share PCD for secondary purposes with Clinical
Commissioning Groups (CCG) or Clinical Support Units (CSU). Historic arrangements
which permitted the sharing of PCD for the purpose of invoice validation and risk
stratification are not valid. All patient information provided to a CCG/CSU must be
either anonymised or pseudonymised.
5.9.6 There are a number of further exemptions that apply in addition to those listed above.
Staff should contact either the IG team or the Caldicott Guardian for authorisation
prior to disclosing personal information to ensure this complies with the Trust’s legal
obligations in line with the Data Protection Act 1998.
5.10

Email

5.10.1 Staff must not transfer personal information to/from/through personal (non-CLCH)
email accounts (e.g. Hotmail, Gmail).
5.10.2 The use of Auto-forwarding rules to automatically redirect email to other accounts is
strictly forbidden.
5.10.3 If the need arises to share Patient Identifiable Data (PID) by email, it should preferably
be sent from an NHSmail account (ending @nhs.net) to another NHSmail account, or
a Government Secure Intranet compatible email account (see Appendix A and
Appendix B)
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5.10.4 Patient Identifiable Data can be sent between CLCH domain email accounts (ending
@clch.nhs.uk) if both of the following security precautions are taken:
•
•
•

the sensitivity of the message is set to ‘Private’ or ‘Confidential’
the email is sent from a CLCH connected terminal using Outlook
The email is not sent from a mobile device

5.10.5 Patient Identifiable Data can only be sent from the CLCH email domain to an external
email account if it is encrypted using the Egress Switch solution which the Trust
employs. The latest guidance for using Egress Switch can be found on the
Information Governance team Site on The Hub.
5.10.6 The password protection of documents is not sufficient when sharing PCD by email
and one of the methods above must be employed.
5.10.7 Patient Identifiable Data should not appear in emails which have not been sent
securely. The following information is acceptable when discussing a patient through
an insecure email route:
•
•

Patient number (e.g. RiO number, not NHS number)
Patient initials

5.10.8 In certain situations, patients and staff may request that their personal information
(including medical information) be sent to their personal email account (e.g. Hotmail;
Gmail). If the Egress Switch solution cannot be used, the following steps must be
taken:
•
•

•
•
•
•
•
•
5.11

The individual should be informed that this is not considered to be a safe transfer,
but that the information will be sent by email with their express permission.
If the requester wishes to proceed, they must confirm so in writing. A record of the
confirmation must be saved in an appropriate location as evidence of the
transaction.
The individual must email the Trust to start the process to ensure that the address
is correct.
A suitable subject heading is applied which does not include PCD.
Ensure the recipient is expecting the information so that it can be acted upon
without delay.
Check that the message has been received.
Ensure that the information within the email is stored in the agreed format for the
record type, i.e. in line with record keeping guidelines.
Ensure that only the relevant information is sent.

External Post

5.11.1 The bulk transfer of personal information (and any original records for which no other
copy is held) sent via external post should be done so using the Royal Mail recorded
“Signed For” service. This is not a standard postal service and must be requested at
point of postage.
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5.11.2 Appointment letters or letters to GPs can be sent using standard mail services as
opposed to personal information such as patient’s health records. Staff who are
unsure about which mail service to use should contact the Information Governance
team.
5.11.3 All mail sent, regardless of its intended destination, must include the following on its
packaging:
•
•
•

A named department and address (including postal code) of the recipient
The wording “private and confidential”
A return address (including department name and postal code)

5.11.4 All personal information must be packaged securely to protect the contents from being
tampered with or from any physical damage likely to arise during transit.
5.11.5 The sender must take adequate steps to ensure that the intended recipient is based
at the address that the information is being sent to. Addresses which are not filtered
into local systems direct from the NHS Spine cannot be assumed to be accurate.
5.12

Internal Post

5.12.1 The Trust does not have an internal post/mail function which allows the safe transfer
of information between every CLCH site/location. The transfer of personal information
(including original files) should not take place using the internal post system unless an
agreed procedure has been identified and approved by the Information Governance
Team.
5.12.2 The personal hand-delivering of original records, or the secure transmission of digital
versions of personal information (including scanned documents) are the Trust’s
preferred means of transferring information.
5.12.3 Where personal information is hand delivered, extreme care and consideration must
be given to all the potential security and confidentiality risks involved. Members of
staff who transport personal information are responsible for ensuring it is kept secure
delivered to the intended recipient.
5.12.4 Information about vulnerable adults and/or children must be sent via recorded delivery
following approval from an appropriate health visitor, school nurse or safeguarding
representative, if hand delivery is not an option.
5.13

Removable Media

5.13.1 Only Trust issued or approved hard encrypted USB sticks can be used as a means of
transferring personal data. Devices should be approved or requested by logging a call
with the CLCH IT Service Desk by email to
5.13.2 All Trust issued USB Sticks and the data they contain remain the property of the
Trust. When a member of staff leaves their role or the Trust, they are responsible for
relocating any stored data appropriately and returning the empty device to the IT
Service Desk for redeployment
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5.13.3 Unencrypted USB sticks are not permitted for use and are not supported for use on
the Trust network.
5.13.4 All transfers of personal information on removable media must take place in
adherence to the Caldicott Principles.
5.13.5 The transfer of personal information using removable media should be avoided where
possible and other means of direct, secure electronic transfer should be employed as
an alternative (e.g. NHSmail).
5.14

Audio/Audio-Visual recordings and photographs of patients

5.14.1 Audio/audio-visual recordings and photographs of patient interactions can only
captured when a patient has provided fully informed, freely given consent in the form
of a completed Consent for healthcare photography form, which is available in
Appendix 2 of the Policy for consent to examination or treatment (CLIN01) on the
Trust’s Policy Zone.
5.14.2 Only CLCH issued audio/audio-visual recording devices and cameras are permitted to
record/photograph patients. It is strictly forbidden for staff to use their own personal
devices to capture such data unless the device has been encrypted by the Trust and
approved for use by the Information Governance Team.
5.14.3 The following actions must
visual/photographs of patients:

be

undertaken

when

capturing

audio/audio-

•

Consider the environment where recordings and playback are taking place

•

Devices must be returned to their designated storage location at the earliest
opportunity and should be stored securely on Trust premises when not being
used.

•

Audio/audio-visual recordings and photographs must be removed from the device
within 48 hours of capture and transferred to the relevant clinical system, and in
any case before being used to capture audio/audio-visual recordings or
photographs of another patient.

5.14.4 Any losses of equipment used to capture audio/audio-visual recordings or
photographs of patients must be reported to the IT service desk and an incident
logged on Datix immediately.
5.15

Fax

5.15.1 The use of Fax machines to transfer personal information should generally be avoided
and other secure means of transferring personal information employed wherever
possible.
5.15.2 The following additional actions must be taken when transmitting personal information
by fax:
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•
•
•
•
•

Ask the recipient to confirm their fax number
Inform the recipient that you are sending the fax
Complete a customised version of the fax cover sheet attached at Appendix D and
attach it to the front of the fax
Check the fax machine’s transmission log for conformation of transmission
Seek confirmation from the recipient that the fax has been received

5.15.3 Staff using eFax solutions, including the NHSmail faxing capability, must also
undertake these actions when sending faxes.
5.16

Telephone

5.16.1 When speaking with individuals in on the telephone it is essential that their identity is
verified before any confidential or sensitive information is disclosed.
5.16.2 Staff must satisfy themselves with a patient’s identity by obtaining confirmation of
personal details including:
•
•
•
•
•

Date of birth
Address and Post Code
Appointment Dates
Treatment / Clinic Details
Hospital or NHS Number

5.16.3 Information should only be disclosed to next of kin, relatives or friends when the
express consent of the patient has been previously obtained to do so. Next of kin has
no legal standing in UK law and does not infer an automatic right to confidential
patient information. Parents/those with parental responsibility have a right to
information about their children unless the child has sought treatment independently
of their parents.
5.16.4 When other third parties (e.g. health and social care providers, the Police, local
authorities) request information about a patient, they must verify their identity and
provide sufficient evidence that they are authorised to access the information (such as
the patient’s consent, a specific legal authorisation etc.).
5.16.5 A telephone caller’s identity can sometimes be confirmed by calling them back on an
independently verified contact number (such as the number listed on their
organisation’s website). If you are unable to verify the identity of a third party, they
should be asked to make a written (including secure email) request.
5.16.6 A patient’s right to privacy requires that the Trust needs to speak to the patient
directly, unless it is justifiable to speak to someone else – e.g. the patient has
provided their consent for us to do so, or it is considered by an appropriate clinician to
be in the patient’s best interests.
5.16.7 Where possible, a patient’s preferred contact number and time to be contacted should
be captured and kept updated regularly with consideration to:
•

Would they prefer to be called at work?
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•
•
•

Would they prefer to be called at home?
Would they like information to be left with a family member if they know they
cannot be contacted directly?
Are they happy for messages to be left on their answer phones?

5.16.8 If someone other than the patient answers the phone avoid using alarmist language or
specific service names to explain the reason for the call.
5.16.9 When staff are aware that the patient is unable to speak to them or if the person on
the phone is known to act on the patient’s behalf, you can pass limited information on
to them, but avoiding the disclosure of clinical information.
5.16.10

There are privacy risks associated with leaving messages on answerphones
unless the patient has provided their explicit consent for the individual service
to do so. Where this consent has not been captured, the message left should
be limited to your name, the service’s name and location, and your telephone
number.

5.16.11

Staff are expected to consider striking the balance between respecting the
privacy of the patient, not unduly worrying them with messages that are left,
and ensuring that the recipient understands that the phone call is genuine.

5.16.12

Staff should take responsibility for considering whether any particular privacy
issues exist that could affect whether it is appropriate to leave an answer
phone message, including:
•
•
•
•
•

5.17

The patient may not be the first person to hear an answerphone message.
The incorrect telephone number may have been dialled.
Will the patient fully understand the content of the message?
How can you be certain the message has ever been received?
You could inadvertently breach the patient’s confidentiality

Sharing patient information with other staff/external agencies

5.17.1 Before contacting staff in other areas of the Trust or members of staff from external
agencies, the following considerations must be made:
•
•
•
•
•

5.18

You have consent from the patient (if required) to share their personal information
check the identity of the person you are calling before sharing the information
limit the amount of personal information disclosed to a minimum
Information should only be disclosed on a “need to know” basis
Consider the environment where the patient is being discussed (e.g. open plan
office)

SMS appointment reminders

5.18.1 A large number of CLCH services employ text messaging/Short Message Service
(SMS) reminder systems. The following considerations should be made before a
patient is enrolled onto such systems:
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•
•
•
•
•

The patient is made aware of how they will be reminded about their appointment
The patient’s GP has their correct personal mobile telephone number (for services
where patient demographics are fed down for the NHS Spine)
The patient has confirmed their personal mobile telephone number (for services
where patient demographics are captured locally)
The patient is are aware of how they can opt-out of receiving reminders
Limited personal information appears in the message.

5.18.2 Any proposal to implement an SMS appointment reminder service must be approved
by the Caldicott Guardian and Information Governance/Team.
5.19

Handling personal information away from CLCH sites/locations

5.19.1 The regular transporting of paper records from site to site or to/from home (i.e. carried
in person) is not considered to be best practice. It is expected that patient records will
not be taken to staff members’ homes unless this is deemed essential for the
purposes of treatment and service continuity by the appropriate Service Manager.
5.19.2 If staff are required to take records home, or if records have to be transported
between CLCH sites/locations, the member of staff will be responsible and
accountable for the records physical security and must ensure they take extreme care
when doing so, keeping the records on their person at all times.
5.19.3 Under no circumstances should personal data be left in unattended vehicles or in
communal areas of staff homes.
5.20

Transferring Personal Information outside of the UK

5.20.1 The IG team should be informed in advance of any data transfers or processes taking
place outside of the UK that affect or involve CLCH. Data must not be transferred
outside the EEA without the prior approval of the Caldicott Guardian (see Appendix
C).
5.21

Personal information transfers into CLCH

5.21.1 This policy has mainly considered the risks associated with transferring personal
information from CLCH to another organisation, as this carries the biggest risk to the
Trust’s information.
5.21.2 However, it is important to note that staff also has a responsibility to protect personal
information that is being received. Should any member of staff have concerns about
the security of information being received then they should raise this with their line
manager or contact a member of the IG Team.
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6.

Consultation Process

6.1

This Policy was created following the formation of CLCH in line with guidance
produced by the Information Commissioner’s Office. The IG Team and IG Group
contributed, commented and approved the Policy.

7.

Approval and Ratification Process

7.1

The initial draft of this procedural document was sent to the Information Governance
Group in March 2014

7.2

Final approval was given by the Policy Ratification Group on 13 March 2014.

8.

Dissemination and Implementation

8.1

This document will be placed on the intranet by the QAS team. The QAS team will
provide a reference number for the policy.

8.2

It will be therefore be available to all staff via the CLCH NHS Trust intranet.
Furthermore the document will be circulated to all managers who will be required to
cascade the information to members of their teams and to confirm receipt of the
procedure and destruction of previous procedures/policies which this supersedes.
Managers will ensure that all staff are briefed on its contents and on what it means for
them.

9.

Archiving

9.1

The QAS team will undertake the archiving arrangements.

10.

Training

10.1

All staff contracted to work for CLCH (irrespective of their employer) are required to
complete annual information governance training, which includes Records
Management content, using the ESR e-Learning system to undertake one of the
following modules:
•
•

824 CSTF Information Governance e-learning (Course and Assessment)
824 CSTF Information Governance e-learning (Assessment Only)

10.2

Alternatively, and where available, staff can book onto and attend a classroom based
session in lieu of the online training.

11.

Monitoring and Auditing Compliance with the Procedural Document

11.1

See Appendix F – Compliance Monitoring Table
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12.

Review arrangements

12.1

This procedural document will expire in 3 years from its publication. It will be reviewed
by September 2016 by the Information Governance Team.

13.

Associated Documentation
•
•
•

14.

15.

Confidentiality: NHS Code of Conduct
CLCH Risk Identification and Management Policy
CLCH Incident Reporting and Management Policy

References
•

The Data Protection Act 1998
http://www.legislation.gov.uk/ukpga/1998/29/contents

•

Freedom of Information Act 2000:
http://www.legislation.gov.uk/ukpga/2000/36/contents

Appendices
Appendix A - Emailing patient data securely using NHSmail
Appendix B - Secure email transfer examples
Appendix C - Transfers of Information outside of the UK
Appendix D - Fax template
Appendix E - Safe Haven Principles poster
Appendix F - Compliance monitoring table
Appendix G - Equality impact assessment tool
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Appendix A: Emailing patient data securely using NHSmail
NHSmail is a secure email and directory service for all NHS staff across England and
Scotland, which has been approved for exchanging patient data with other NHSmail and GSi
(Government) users. NHSmail (@nhs.net) is the only NHS email service that is secure
enough for the transmission of clinical data (including confidential patient information).
NHSmail is part of the Government Secure Intranet, a secure network for public sector
organisations which encompasses the police, local and central government and criminal
justice services. These public sector workers have access to email addresses connected to
the network which can be used to exchange information with NHSmail. If an email address
ends in one of the following, you're safe to send sensitive data to it from your NHSmail
account, but not any others:
Government
xGSI (*@x.gsi.gov.uk)
GSI (@gsi.gov.uk)
GSE (@.gse.gov.uk)
GSX (@gsx.gov.uk)
GCSX (@gcsx.gov.uk)

Police/Criminal Justice/Defence
@pnn.police.uk
@scn.gov.uk
@cjsm.net
@mod.gov.uk

Health
@nhs.net

N.b. Using @clch.nhs.uk email accounts to send PCD to these domains is not secure.
For further information or advice please contact a member of the Information Governance
team or visit the NHSmail page on the Information Governance Team Site on The Hub.
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Appendix B: Secure email transfer examples
From
Joe.Bloggs@clch.nhs.uk

To
Billy.Bunter@clch.nhs.uk

Security
SECURE*

John.Smith@beh-mht.nhs.uk

Billy.Bunter@clch.nhs.uk

Joe.Bloggs@nhs.net

Billy.Bunter@clch.nhs.uk

Joe.Bloggs@clch.nhs.uk

Billy.Bunter@nhs.net

Joe.Bloggs@nhs.net

Billy.Bunter@nhs.net

Joe.Bloggs@clch.nhs.uk

Billy.Bunter@westminster.gov.uk

Joe.Bloggs@lbhf.gov.uk

Billy.Bunter@clch.nhs.uk

Joe.Bloggs@nhs.net

Billy.Bunter@rbkc.gov.uk

Joe.Bloggs@lbhf.gov.uk

Billy.Bunter@nhs.net

Joe.Bloggs@clch.nhs.uk

Billy.Bunter@rbkc.gov.uk.cjsm.net

NOT
SECURE
NOT
SECURE
NOT
SECURE
SECURE
NOT
SECURE
NOT
SECURE
NOT
SECURE
NOT
SECURE
NOT
SECURE

Joe.Bloggs@westminster.gov.uk

Joe.Bloggs@clch.nhs.uk.cjsm.net
NOT
SECURE

Joe.Bloggs@nhs.net

Billy.Bunter@lbhf.gov.uk.cjsm.net
SECURE

Joe.Bloggs@rbkc.gov.uk

Billy.Bunter@nhs.net.cjsm.net
SECURE
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Description
*Within CLCH if
Sensitivity field set
to Private or
Confidential
Between NHS
organisation
domains
NHS.net to NHS
organisation
domains
NHS organisation
domains to
NHS.net
NHS.net to
NHS.net
NHS organisation
domains to Local
Authority
Local Authority to
NHS organisation
domains
NHS.net to Local
Authority
Local Authority to
NHS.net
NHS organisation
domains to Local
Authority with
cjsm.net added
Local Authority to
NHS organisation
domains with
cjsm.net added
NHS.net to Local
Authority with
cjsm.net added
Local Authority to
NHS.net with
cjsm.net added

Appendix C - Transfers of Information outside of the UK

European Economic Area (EEA) and European Free Trade Association (EFTA)
There are no restrictions on the transfer of personal data to the EEA and EFTA countries
listed below. If you are transferring information to a country outside of this list you must
contact the Information Governance team first:

European Economic Area member states
Austria
Belgium
Bulgaria
Cyprus
Czech Republic
Denmark
Estonia
Finland
France
Germany

Greece
Hungary
Ireland
Italy
Latvia
Lithuania
Luxembourg
Malta
Netherlands
Poland

Portugal
Romania
Slovakia
Slovenia
Spain
Sweden
United Kingdom
TBC*

*Croatia finished negotiating their accession to the EEA in November 2013, and is set to join once their
enlargement agreement is ratified by all EEA countries

European Free Trade Association member states
Iceland

Liechtenstein

Norway

Transfers of Information to countries outside of the European Economic Area (EEA)
and European Free Trade Association (EFTA)
Transfers of personal information to countries not featured in the lists above are strictly
forbidden without prior agreement with the Information Governance Team who will provide
advice based on the latest guidance issued by the European Commission.
http://ec.europa.eu/justice/data-protection/document/international-transfers/index_en.htm
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Appendix D: Fax Template

Team Name
Address
Address
Address
Postcode
Tel:
Fax:
Web: www.clch.nhs.uk
Email:

FAX
PLEASE CHECK FAX NUMBER WITH RECIPIENT
BEFORE SENDING

To:

Fax number: Recipient Fax number

Named person - recipient

From: Named person - sender
Tel:

Date: of transmission

Named person - sender

Number of pages (including this cover sheet):

URGENT

#

FOR INFORMATION

FOR ACTION

Message

PLEASE CONFIRM RECEIPT OF THIS FAX. IF YOU HAVE A SECURE EMAIL ADDRESS
PLEASE PROVIDE US WITH THE DETAILS FOR FUTURE MESSAGES
Central London Community Healthcare NHS Trust provides quality care for people in their homes and communities.
Chairman: Pamela J. Chesters CBE

Chief Executive: James A. Reilly

CONFIDENTIALITY: The information in this email and any attachments is confidential and may be privileged. If you are not the intended
recipient, please notify the sender immediately by phone or call our IT service desk on 020 8383 8655 of email servicedesk@clch.nhs.uk.
We also request that you please destroy this message, delete any copies held on your system. You should not retain, copy or use the
email for any purpose, nor disclose all or part of its contents to any other person. The unintended recipient should not take any action in
reliance of or on its contents. To do so is strictly prohibited and may be unlawful.
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Appendix E - Safe Haven Principles poster
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Appendix F - Compliance Monitoring Table
Element to be Lead
monitored
(NHSLA
minimum
requirements
must be
listed– if you
need advice
on these
please contact
the QAS
team)
Ensuring safe
transfers of
documentation
which includes
personal
identifiable
data

How Trust
Frequency Reporting
will
of
arrangements
monitor
monitoring
compliance
(Data and
audit)

Review of
incidents
reported
using Trust
Incident
Handling
System
(Datix), or
third party
reported
incidents
(such as
ICO)

Ongoing/
as reported

Individual
incident report
forms.
CLIPS Group
reviews.
Compliance
reporting
submitted to
the
Information
Governance
Group
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Acting on
Change in
recommendations practice
and Lead(s)
and
lessons to
Who/what
be shared
committee will act
on
recommendations

How will
changes be
implemented
and lessons
learnt/
shared

The Information
Governance Group
will receive the
incident handling
overviews in a
standing item at
each meeting.

Any required
changes to
practice/
guidance will
be
considered
and
implemented
by the IG
Team, with
appropriate
sign off from
the IG
Group if
required.

Appendix G - Equalities Impact Assessment
1. Protected
characteristic

Positive
impact

Neutral

People of different ages
(e.g. Children, young or
older people).

N

Y

N

This policy sets out the
methodology in which members of
Trust staff will handle personal
information.

People of different
religions / beliefs

N

Y

N

People with disabilities
(physical, sensory or
learning).

N

Y

N

The Trust is bound by legislation to
abide with the Data Protection Act,
NHS Code of Confidentiality, and
Caldicott Principles. This document
sets out the ways in which the
Trust will satisfy its duties.

People from different
ethnic groups

N

Y

N

Men or women

N

Y

N

Transgendered people

N

Y

N

People who are gay,
lesbian, and bi-sexual

N

Y

N

Refugees and asylum
seekers

N

Y

N

Impact

Negative Reason for impact and action
required.
Impact

2

Please describe engagement and consultation process and the key feedback. E.g. with
teams, unions.
Policy has been updated following collaborative working in the IG Team, and
comments and approval by the IG Group

3.

If there are negative impacts upon people’s protected characteristics. Does the policy
in its current form need a full Equality Analysis Assessment to be completed?
N/A
Have you signed this off with the Equality and Diversity team?
N/A

4.

Page 27 of 27

Job Description
Job Title:

Senior Information Risk Owner

Responsible to:

Chief Executive

JOB SUMMARY
The Senior Information Risk Owner (SIRO) will be an Executive Director or Senior
Management Board Member who will take overall ownership of the Organisation’s
Information Risk Policy, act as champion for information risk on the Board and
provide written advice to the Accounting Officer on the content of the Organisation’s
Statement of Internal Control in regard to information risk.
The SIRO is expected to understand how the strategic business goals of the
Organisation and how other NHS Organisations’ business goals may be impacted by
information risks, and how those risks may be managed.
The SIRO will implement and lead the NHS Information Governance (IG) risk
assessment and management processes within the Organisation and advise the
Board on the effectiveness of information risk management across the Organisation
The SIRO shall receive training as necessary to ensure they remain effective in their
role as Senior Information Risk Officer.
KEY RELATIONSHIPS
Within the Organisation:
• Chief Executive and other Board members
• Chief Information Officer
• Risk Management Board
• Head of Corporate Services
• IG Lead
• Information Asset Owners
• Risk Managers
• Information Security Manager
• Programme Managers, Technical Architects
• Records Manager
• Caldicott Guardian, although ownership of the Information Risk Policy and
risk assessment processes will remain with the SIRO.
Regularly has contact with:
•

Chief Executives, other Senior Information Risk Owners, Caldicott Guardians
and Information Governance Leads of Dept of Health and other NHS
Organisations

KEY RESPONSIBILITIES
Policy and process

1.
•

Oversee the development of an Information Risk Policy. This should include a
Strategy for implementing the policy within the existing Information
Governance Assurance Framework and be compliant with NHS IG policy,
standards and methods.

•

Take ownership of the assessment processes for information risk, including
prioritisation of risks and review of the annual information risk assessment to
support and inform the Statement of Internal Control.

•

Ensure that the Board and the Accountable Officer are kept up to date and
briefed on all information risk issues affecting the organisation and its
business partners.

•

Review and agree actions in respect of identified information risks.

•

Ensure that the Organisation’s approach to information risk is effective in
terms of resource, commitment and execution, being appropriately
communicated to all staff.

•

Provide a focal point for the escalation, resolution and/or discussion of
information risk issues.

•

Ensure that an effective infrastructure is in place to support the role by
developing a simple Information Assurance governance structure, with clear
lines of Information Asset ownership and reporting with well-defined roles and
responsibilities
Incident Management

2.
•

Ensure that identified information threats and vulnerabilities are followed up
for risk mitigation, and that perceived or actual information incidents are
managed in accordance with NHS IG requirements.

•

To ensure that there are effective mechanisms in place for reporting and
managing Serious Untoward Incidents (SUIs) relating to the information of the
Organisation. These mechanisms should accommodate technical, operational
or procedural improvements arising from lessons learnt.
Leadership

3.
•

Provide leadership for Information Asset Owners (IAOs) of the Organisation
through effective networking structures, sharing of relevant experience,
provision of training and creation of information risk reporting structures.

•

Advise the Board on the level of Information Risk Management performance
within the Organisation, including potential cost reductions and process
improvements arising etc

TRAINING
The SIRO will be required to undertake information risk management training at least
annually to be able to demonstrate their skills and capabilities are up to date and
relevant to the needs of the organisation.

FREEDOM OF INFORMATION POLICY
VALID FROM:

February 2015

EXPIRES:

January 2018

This procedural document supersedes the previous procedural document
Freedom of Information Policy, version 1.0
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Version:

2.0

Policy reference and description of
where held.

INFO03
Intranet – Policies

Title, name and contact details for
author:

Information Governance Team,
, IGteam@clch.nhs.uk

Title, name and contact details for
responsible director:

Director of Finance and
Performance,

Approved by originating committee,
executive or departmental
management group

December 2014
Information Governance Group

Ratified by Policy Ratification Group:

12th February 2015

Review date:
2 years maximum for clinical guidelines
3 years maximum for other documents

November 2017

Target audience

All staff

Version Control Sheet
Version

Date

Author

Status

Comments

0.1

Oct 2010

IG Team

Draft

First draft of PCT amalgamated
policy

0.2

Oct 2010

IG Team

Draft

IG Committee comments received

0.3

Dec 2010

IG Team

Draft

Reviewed by QAS, updated by IG

0.4

Dec 2010

IG Team

Draft

Approved by IG Committee (7 Dec)

0.5

Dec 2010

IG Team

Draft

Comments from PAG incorporated:
access under publication scheme
clarified

1.0

Dec 2010

IG Team

Final

Ratified by EMT (22 Dec)

1.1

Oct 2013

IG Team

Draft

1.2

Nov 2013

IG Team

Draft

Ratified by PRG (13 Feb 2014)

1.3

Dec 2014

IG Team

Draft

Reviewed and updated IG Team
contact information.

2.0

February
2015

IG Team

Final

Ratified 12 February 2015

Page 2 of 22

CONTENTS:
Section

Page

1

Appendix A – FOI Process map

5

2

Introduction

6

3

Aims and objectives

6

3

Definitions (explanation) of terms used

7

4

Duties

8

5.1

What constitutes a valid Freedom of Information request?

8

5.2

General procedures for handling an FOI request

9

5.3

Data Protection Act

10

5.4

Format of an FOI request response

10

5.5

Application of exemptions in an FOI request response

10

5.6

The Public Interest Test

11

5.7

Complaints and requests for a review of a response

11

5.8

Copyright and re-use regulations

12

5.9

Vexatious and Repeated requests

12

5.10

Circular or ‘round robin’ requests

13

5.11

Charges and Fees

13

5.12

Retention of FOI request records

13

6

Consultation

14

7

Approval and ratification process

14

8

Dissemination and implementation

14

9

Archiving

14

10

Training

14

11

Monitoring and auditing compliance with this procedural document

15

12

Review arrangements

15

13

Associated documentation

15

14

References

16

Page 3 of 22

Section

Page

Appendices
Appendix A – FOI request process map

5

Appendix B – Freedom Of Information Act exemptions

17

Appendix C – Exemption consideration process map

17

Appendix D – Equalities Impact Assessment Pro Forma

19

Appendix E - Table showing authority for release of information

21

Page 4 of 22

Appendix A – FOI request process map

FOI received and
processed

Executive director = accountable officer for
clinical or corporate service(s)
Service manager = head or service/director/
manager
FOI team request
information from
‘service manager’,
copied to executive
director

Service
manager
arranges for
data to be
collated and
checks and
validates
data

Early warning of issues being considered

Service manager
sends information to
FOI team

FOI team prepare
response for director
approval

Final letter sent to
executive director,
copied to Personal
Assistant (to prompt
approval) and
communications
team to prepare for
media interest as
required

Note since December 2014, the
communications team have been given access
to the FOI mailbox and can view all requests
received

Executive
director approval

Final letter logged
and saved

Response sent

The allotted statutory time limit to respond to Freedom of Information requests is 20 working days.
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Please also see chart at appendix E as to who can release information.
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1.

Introduction

1.1

Central London Community Healthcare NHS Trust (‘CLCH’), as a public body,
has a duty to comply with all aspects of the Freedom of Information (FOI) Act
2000. The Freedom of Information Act (‘the Act’) came into force at the
beginning of 2005, and deals with access to information held by public bodies.
The Act provides individuals or organisations with the right to request
information held by a public authority, subject to certain conditions and
exemptions.

1.2

This policy applies to all information held by CLCH. Documents created by
members of staff in the course of their duties will fall within the Act. Staff
should be aware that this also includes personal e-mails which refer to both
personal and work related matters.

1.3

The information can be held in any form or format, including audio-visual
recordings, handwritten notes, file notes, CCTV footage.

1.4

All CLCH staff are required to have an understanding of this policy in order to
direct applicants and enquirers appropriately.

1.5

The parallel Environmental Information Regulations 2004 (EIR) deal
specifically with information concerning the environment. Whilst this policy
refers essentially to the Freedom of Information Act, the principles and
standards documented should also generally be applied when handling EIR
requests. Specific advice on EIR should be sought from the Information
Governance Facilitator.

2.

Aims and objectives

2.1

The aims of this policy are to:


Ensure all FOI requests are dealt with consistently, timely and receive a
high quality response however and wherever the contact is made;



Ensure that CLCH complies with all relevant regulations, laws and
guidance;



Provide clear routes for members of the public to make appropriate
requests for documents and information;



Ensure that the Trust’s Publication Scheme is kept up to date and
available on the CLCH website and in alternative forms where required.



Ensure that the necessary administrative infrastructure is in place for the
Act to be complied with;
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Ensure that all staff are aware of their responsibilities with regards to the
Act, including the existence of this policy and the Information Governance
Team as the responsible department within the Trust.



Ensure the Board receives regular reports on the operation of the Act and
any implications to the service.

3.

Definitions and explanation of any terms used.

3.1

‘The Act’ refers to the Freedom of Information Act 2000.

3.2

‘FOI’ is an acronym for Freedom of Information.

3.3

‘DPA’ is an acronym for the Data Protection Act (1998).

3.4

‘ICO’ is an acronym for the Information Commissioner’s Office, the UK's
independent authority set up to promote access to official information and to
protect personal information under legislation including the Data Protection
and Freedom of Information Acts, and the Environmental Information
Regulations.

3.5

‘Exemption’ is a provision within the Act which allows a public body to apply
in order to withhold information from disclosure in certain circumstance.
Exemptions can be either ‘absolute’ or ‘qualified’, the latter requiring
qualification through a Public Interest Test.

3.6

‘Public interest test’ is the exercise a public body must undertake when
applying a qualified exemption to justify the overriding public interest in
withholding information from disclosure.

3.7

‘Publication scheme’ is a set of classes of information that the Trust must
make routinely available, such as policies and procedures, minutes of
meetings, annual reports and financial information.

3.8

‘Business as usual’ describes routine requests for information, such as
opening times of a clinic or the address of the Trust’s head offices.

3.9

‘The duty to confirm or deny’ is a consideration the Trust needs to make
when handling a request for information. Anyone making an FOI request is
entitled to be told if the information they require is held by the Trust, however
in certain circumstances even confirming or denying that requested
information is held can reveal information that falls under an exemption. The
Trust may be able to apply an exemption in order to refuse to confirm whether
or not it holds information, if either confirming or denying would reveal exempt
information in itself.
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4.

Duties

4.1

The Chief Executive Officer has overall responsibility for the management of
CLCH’s response to enquiries under the Act.

4.2

The Executive Leadership Team is responsible for approving the Trust’s FOI
policy.

4.3

The Head of Information Governance and Management has responsibility
for the operational management of FOI and will provide leadership in terms of
how specific requests should be dealt with. The Head of Information
Governance will also lead the internal review mechanism in CLCH.

4.4

The Information Governance Facilitator is responsible for logging and
responding to FOI requests and for maintaining good links with services to
ensure information is obtained and provided in a timely manner. The IG
facilitator will also ensure that the Trust meets its duty to assist applicants in
their quest for information in line with section 16 of the Act (Duty to provide
advice and assistance).

4.5

The Executive Directors of CLCH are responsible for ensuring that
information held within their sphere of influence is, if appropriate, up to date
and accessible via the CLCH Publication Scheme, and for ensuring a timely
response is made to requests for information falling within their Directorates.
They are responsible for approving the release of information prior to it
leaving their directorate.

4.6

Managers and staff are responsible for ensuring that all applicants receive
the right information about accessing the Publication Scheme and how to
apply for information should it not be available online.

4.7

All staff are required to work with the Information Governance Facilitator to
ensure that any requests for information falling into their areas of work are
responded to within the statutory timelines.

5.1

What constitutes a valid Freedom of Information request?

5.1.1 In order for a request to fall under the auspices of FOI, the Act sets out certain
criteria that it must meet:
i.

It must be in writing (including letters, faxes, emails, and tweets).
Requests made in person or on the telephone are not valid FOI
requests.

ii.

It must state the name of the applicant and provide an address for
correspondence, which can be an email address.

iii.

It must describe the information requested.
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iv.

It must not request an opinion. Any information which is not held in a
recorded format is not a valid request for information.

v.

It must not include information about or which identifies individuals (see
Section 6 of this policy - Data Protection Act).

5.1.2 The applicant is neither required to state that a request is being made under
the Freedom of Information Act, nor are they required to say why they are
making a request.
5.1.3 A consideration should be made as to whether a request falls in line with the
Freedom of Information Act or as routine, ‘business as usual’
correspondence.
5.1.4 The correspondence addresses for written requests are as follows:
i.

Postal: Information Governance Team, Central London Community
Healthcare NHS Trust, Christopher Ward, St Charles Centre for Health
& Wellbeing, Exmoor Street, London W10 6DZ

ii.

Email: foi.request@clch.nhs.uk

iii.

E- Fax: 0300 007 3105

iv.

Twitter: @CLCHTrust

v.

Facebook:http://www.facebook.com/pages/Central-LondonCommunity-Healthcare-NHS-Trust/262977410398136

5.1.5 Requests received at any other official Trust address (including other sites,
fax machines and e-mail boxes administered by the Trust) should be
accepted but forwarded appropriately to the Information Governance Team.

5.2

General procedures for handling an FOI request

5.2.1 Requests must be acknowledged within two working days of receipt, and
responded to within the statutory 20 working days of receipt. The first working
day is the day after the Trust receives the request. A “working day” means
any day other than a Saturday, a Sunday, Christmas Day, Good Friday or a
day which is a bank holiday under the Banking and Financial Dealings Act
1971 in any part of the United Kingdom.
5.2.2 All FOI requests received must be forwarded to the Information Governance
Team as quickly as possible to ensure that requests are recorded, monitored
and reported on centrally.
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5.2.3 The Information Governance Facilitator will log all new requests in the Trust’s
FOI Log and create a new electronic folder to house correspondence and
documentation associated with the request.
5.2.4 The Information Governance Facilitator will triage all new requests and assign
to the relevant member of staff/department to provide input. Invalid requests
will be closed and a refusal notice issued.
5.2.5 On receipt of a valid request, the Information Governance Faciliator will
approach the relevant CBU manager of the service/ department for the
information. The relevant DDO and the executive Director will be copied in to
the request for information. Once the information is received, a final response
will be prepared and sent to the executive Director for approval to release.
5.2.6 Requests which require further information from the applicant in order for the
Trust to be able to handle them will have the ‘clock stopped’ until such time as
clarification is received from the applicant. Requests which have the clock
stopped for 4 weeks will be closed and a formal closure notice sent to the
applicant.
5.2.7 The Information Governance Facilitator will escalate open requests by
sending reminders to the responsible department/individual at regular
intervals.
5.2.8 Information which has been approved for disclosure (including by the relevant
executive director) should be relayed to the applicant within 20 working days,
where possible in the format requested. The applicant should be informed of
their right to complain if they are not happy with the response they receive
and be provided with an FOI satisfaction survey. The request should then be
formally closed and the FOI log and folder updated accordingly.
5.2.9 An FOI request process map is at the front of the Policy in Appendix A.

5.3

Data Protection Act

5.3.1 Information requested about identifiable, living individuals is exempt from
disclosure under section 40 of the Act (Personal information). Requests from
individuals or their representatives should be handled in accordance with the
subject access provisions of the Data Protection Act 1998 which are outlined
in the Trust’s Access to Health and Personnel Records Policy.
5.4

Format of an FOI request response

5.4.1 The Trust will as standard provide electronic responses in Portable Document
Format (PDF). All responses will be presented in the official CLCH letter
template format.
5.4.2 The Trust will strive to provide responses in alternate formats where
requested, including braille or large print for visually impaired applicants.
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5.5

Application of exemptions in an FOI request response

5.5.1 Any information which is considered by any party within the Trust to be
exempt from disclosure, in line with one or more of the exemptions in the Act,
will be reviewed and agreed with the Information Governance Facilitator as
the internal FOI authority.
5.5.2 Disagreements concerning information which is considered to be exempt will
be escalated to the Head of Information Governance and Management and
appropriate departmental lead.
5.5.3 The Trust must demonstrate why an exemption applies, and in the case of a
qualified exemption demonstrate that the public interest in maintaining the
exemption outweighs the public interest in disclosing the information.
5.5.4 The Trust must issue a response in the form of a refusal notice when it
withholds information that an applicant has requested.
5.5.5 A list of exemptions in the Act is attached at the rear of this policy in
Appendix B.
5.5.6 An application of exemptions process map is enclosed at the rear of the
Policy in Appendix C.

5.6

The Public Interest Test

5.6.1 The application of one or more qualified exemptions requires that a Public
Interest Test (PIT) to be undertaken. The appropriate department will work
with the Information Governance Facilitator to complete the PIT.
5.6.2 The PIT involves weighing the public interest consideration in disclosing
information against the public interest consideration in withholding it. If the
public interest in withholding the information outweighs the public interest in
disclosure, it should be withheld. Where the public interest is evenly balanced,
or is in favour of disclosure, the information should be disclosed.

5.7

Complaints and requests for a review of a response

5.7.1 If an applicant is unhappy with the timeliness or content of the response that
has been issued, or if they feel that they have not been given satisfactory
advice and assistance, they have the right to complain.
5.7.2 Complaints and requests for a review of the response issued should be
received in writing to the Information Governance Facilitator who will ensure
that an internal reviewer is appointed. The review or investigation must be
conducted by a staff member who was not involved in the original request
handling. If they have not previously contributed, the Head of Information
Governance and Management would usually be appointed.
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5.7.3 A response to a complaint or review request must be issued within 20 working
days of receipt. In exceptional circumstances involving a complex review it
may be possible to extend the response to no longer than 40 working days.
The enquirer should be informed of the time-scale within which the internal
review will take place.
5.7.4 The internal review or investigation is an opportunity to consider a request
from the start and should constitute a fair and impartial review of the decisions
made during the handling of the original request.
5.7.5 Whatever the outcome of the review, the enquirer must be advised of the
decision. If the internal review overturns the decision to withhold information,
a new response should be issued to the applicant as soon as possible
following completion of the internal review.
5.7.6 If the internal review upholds the original decision to withhold information (in
part or in full), the applicant must be informed of the decision and given details
of how they can make a complaint at the next stage, to the Information
Commissioner’s Office.

5.8

Copyright and re-use regulations

5.8.1 On occasion there may be instances where information disclosed in response
to a request may reach a wider audience than just the applicant without
sufficient additional, related information existing in the public domain. Such
occurrences may give the Trust continuity concerns and are best resolved
with a re-use or copyright statement.
5.8.2 When issuing a response, the Trust can indicate that the information is being
supplied only for the use of the applicant and cannot be re-used, reproduced
or published in any format, or relayed on to other people without the explicit
consent of CLCH.
5.8.3 Any information disclosed by the Trust could be subject to copyright protection
in line with the Copyright, Designs and Patents Act 1988. In such instances, a
copyright statement should be agreed with the Information Governance team
and issued with the response.

5.9

Vexatious and Repeated requests

5.9.1 The Trust is not bound to comply with vexatious or repeated requests as
outlined in section 14(1) of the Act (Vexatious or repeated requests). In any
circumstance where the Trust wishes to rely on this section, the latest ICO
guidance for dealing with vexatious requests should be referenced and a
response issued accordingly by the Information Governance Team.
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5.9.2 In order to decide whether a request is vexatious or repeated, the Trust will
take into account the context and history of the request, whether it is likely to
cause unjustified distress, disruption or annoyance, is seen as obsessive, if
compliance would impose a significant burden in terms of expense and
distraction and whether it lacks serious purpose or value.
5.9.3 A request and not an applicant is vexatious. The Trust may, however, take
into account any previous behaviour of the applicant. The Trust is not obliged
to comply with requests for previously released information where an identical
or substantially similar request from that requester is received, unless a
reasonable interval has elapsed between compliance with the previous
request and receipt of the new one.

5.10

Circular or ‘round robin’ requests

5.10.1 On receipt of circular or ‘round robin’ requests, the Trust may liaise with other
London NHS Trusts to consider a cohesive approach to responding. The
Trust will not make joint decisions with other Trusts to withhold or disclose
information, but where applicable will take the advice of Police and
Government departments before issuing a response in line with the
requirements of the FOI legislation.

5.11

Charges and Fees

5.11.1 The Trust will not normally charge an applicant for the provision of information
that is provided as a result of an FOI request, but it is able to do so in certain
circumstances
5.11.2 Public authorities are not obliged to comply with a request for information if it
estimates that the cost of determining if it holds the relevant information,
locating and retrieving he information and, where necessary, extracting the
information from a document would exceed the appropriate limit set down
under section 12 of the Act (Exemption where cost of compliance exceeds
appropriate limit). For the NHS, the appropriate limit has been set as a figure
of £450. This amount is calculated at a rate of £25 per hour and therefore any
request that exceeds 18 hours of work can be refused.
5.11.3 Wherever possible CLCH will work with the enquirer to try to reduce the
amount of work involved or the format that the information is provided in so
that some of the information can be provided. In certain circumstances CLCH
can offer the enquirer the option of paying for the information. The Trust will
issue the applicant with a fees notice as required by section 9 of the Act
(Fees).
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5.12

Retention of FOI request records

5.12.1 FOI request records should be retained for a minimum of three years where
full disclosure has been made. If the information requested is not disclosed, or
is in anyway redacted, then the request should be retained for 10 years. This
is in line with Annex D2: Business and Corporate (Non‑Health) Records
Retention Schedule, of the Records Management: NHS Code of Practice
Part 2.
6.

Consultation Process

6.1

The following stakeholders were consulted in the creation of this policy and
comments incorporated as appropriate:



CLCH Information Governance Group
Information Governance Team

7.

Approval and Ratification Process

7.1

The initial draft of this version of the procedural document was approved by
the Information Governance Group on 16 December 2014

7.2

Final approval was given by the Policy Ratification Group on 13 February
2015. Approval of this revision was given by the Policy Ratification Group held
on 12th February 2015.

8.

Dissemination and Implementation

8.1

This document will be placed on the intranet by the QLD team. The QLD team
will provide a reference number for the policy.

8.2

It is the responsibility of all Senior Managers, clinical & operational leads to
ensure implementation of this document. This Policy will be referred to in
Information Governance led Induction and Refresher Training sessions.

9.

Archiving

9.1

The QLD team will undertake the archiving arrangements.

10.

Training

10.1

All staff contracted to work for CLCH (irrespective of their employer) are
required to complete annual information governance training, which includes
Freedom of Information content, using the ESR e-Learning system to
undertake one of the following modules:
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824 CSTF Information Governance e-learning (Course and Assessment)
824 CSTF Information Governance e-learning (Assessment Only)

10.2

Alternatively, and where available, staff can book onto and attend a classroom
based session in lieu of the online training.

11.

Monitoring and Auditing Compliance with the Procedural Document

11.1

This policy is not an NHSLA required document.


FOI request numbers and compliance with statutory deadlines are
monitored by the Information Governance Team and audited by the
Executive Leadership Team on a monthly basis.



The Information Governance Team will be responsible for continually
carrying out the audit/monitoring of FOI requests received.



Monthly reporting is undertaken and fed back to the Executive Leadership
Team, and an annual overview is submitted for evidence to the IG Toolkit.



The Information Governance Group will receive the final annual audit
compliance report and act on recommendations, as well as receiving
quarterly updates.



Learning from the audit is automatically fed back into the Information
Governance Team and lessons learned are captured as appropriate.

12.

Review arrangements

12.1

This procedural document will be reviewed in 3 years’ time in December
2016. It will be reviewed by the Information Governance Team/Department
responsible for handling Freedom of Information requests.

13.
13.1

Associated Documentation
None.
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15.
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Appendices
Appendix A –FOI Request Process Map (see page 5 above)
Appendix B - Exemptions
Appendix C - Exemption consideration process map
Appendix D - Equalities Impact Assessment Pro Forma
Appendix E – Table showing authority for release of information
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Appendix B - Freedom of Information Act exemptions
In total there are 23 exemptions in the Act which allow the withholding of information.
There are also two further sections which permit information to be withheld if the
costs of doing so would exceed a certain limit, or if the request is vexatious or
repeated.
Absolute Exemptions
Section 12 Exemption where cost of compliance exceeds appropriate limit
Section 14 Vexatious or repeated requests
Section 21 Information accessible to applicant by other means
Section 23 Information supplied by, or relating to, bodies dealing with security matters
Section 32 Court records, etc
Section 34 Parliamentary privilege
Section 40 Personal information
Section 41 Information provided in confidence
Section 44 Prohibitions on disclosure
Qualified Exemptions
Section 22 Information intended for future publication
Section 24 National security
Section 26 Defence
Section 27 International relations
Section 28 Relations within the United Kingdom
Section 29 The economy
Section 30 Investigations and proceedings conducted by public authorities
Section 31 Law enforcement
Section 33 Audit functions
Section 35 Formulation of government policy, etc
Section 36 Prejudice to effective conduct of public affairs
Section 37 Communications with Her Majesty, etc. and honours
Section 38 Health and safety
Section 39 Environmental information
Section 42 Legal professional privilege
Section 43 Commercial interests
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Appendix C – Application of exemptions process map

Information
considered
exempt

Is considered
exemption Qualified
or Absolute?

Qualified

Undertake
Public Interest
Test

Write and send
response
Yes

Absolute

Response to
Request

Cost of compliance
within appropriate
limit?
No
Write and send
refusal letter

Page 19 of 22

Request closed

Appendix D - EQUALITIES IMPACT ASSESSMENT PRO FORMA
This MUST be completed for policies and strategies
FREEDOM OF INFORMATION POLICY
Equality Analysis for Policies – Screening form
CLCH as a public authority has a legal requirement to analyse the impact of the
policy on the protected characteristics of staff and patients. This helps us to check if
there is a negative impact, how we can reduce that impact.
Does the policy affect groups of people based upon their protected characteristic?
Think about the delivery of the procedural document and how it will be applied.
1. Protected
characteristic

Positive
impact

Neutral

Negative

Impact

Impact

People of different
ages (e.g. Children,
young or older
people).

N

Y

N

People of different
religions / beliefs

N

Y

N

People with
disabilities (physical,
sensory or learning).

N

Y

N

People from different
ethnic groups

N

Y

N

Men or women

N

Y

N

Transgendered
people

N

Y

N

People who are gay,
N
lesbian, and bi-sexual

Y

N

Refugees and asylum N
seekers

Y

N
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Reason for impact and
action required.

This policy sets out the
methodology in which
CLCH will handle
requests for information
made by any applicant
under the Freedom of
Information.
The Trust is bound by
legislation to abide with
the Freedom of
Information Act, and this
document sets out the
ways in which the Trust
will satisfy its duties.
The Policy will only have
the potential to impact
those individuals
(applicants) who make
requests for information
in line with the Freedom
of Information legislation.

2

Please describe engagement and consultation process and the key
feedback. E.g. with teams, unions.
N/A

3.

If there are negative impacts upon people’s protected characteristics.
Does the policy in its current form need a full Equality Analysis
Assessment to be completed?
N/A

4.

Have you signed this off with the Equality and Diversity team?
No

Signed for team / working group:
Name ………………………………
Date ……………………

Signed by Equality and Diversity team:
Name ………………………………
Date ……………………
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Appendix E – Table showing authority for release of information
The Executive Directors are responsible for approving information concerning their
directorate.
Richard Milner

Ian Millar

Louise Ashley

Deputy Chief
Executive

Director of Finance
& Corporate
Services

Chief Nurse
and Director of
Quality
Governance
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Dr. Joanne
Medhurst

Medical Director

Phil Church

Director of
Transformation

PRIVACY IMPACT ASSESSMENT (PIA)
What is privacy?
The Information Commissioner describes privacy as the integrity of the individual. It
therefore encompasses many aspects of the individual’s social needs.
However, for the purposes of completing a privacy impact assessment (PIA), it is more
useful to examine different aspects of privacy. A PIA could consider:
 the privacy of personal information;
 the privacy of the person;
 the privacy of personal behaviour; and
 the privacy of personal communications.

These four aspects of privacy will obviously overlap and should be seen as working
guides to the issues a PIA should explore, rather than strict definitions.

Step One
Project leader / Policy Lead:

Project outline
Set out a summary of the intended project, policy or procedure. This does not need to be complex.
Are there Terms of Reference? Is there a Project Initiation Document?

What is already out there?
Prior PIAs, fact sheets, white papers, research, reports, consultations.

Stakeholder analysis
Who might be affected? i.e. patients, clients, staff, trade unions, visitors, professional organisations,
IT providers, regulators and inspectorial bodies, MPs and Councillors, partner organisations, media,
carers.

STEP TWO

Screening Questions

Answers

What are privacy
issues?

Has the project
team discussed
and identified
other ways of
dealing with these
if they are
impacting on
privacy?

Are there any
privacy risks
associated with
option chosen and
what are they?

Has the SIRO been
informed and has
the risk been
logged? Who is
responsible for the
risk and have they
been consulted?
What was the
outcome?

Note how the
project has been
amended as a
result of impact
assessment

Technology
1. Does the project or
policy use or suggest new
or extra technologies that
will have greater impact on
privacy?
Does the project involve
new or inherently privacy
invasive technologies?
Have you got established
guidelines already?
Identity
2. Are you setting up a new
way to identify someone, or
re-using an existing way?
Is it intrusive?
Are you including a way to
authenticate someone's
identity or introducing an
identity management
process?

CLCH
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3. Can someone's activities
and actions now be
identified as their's,
whereas prior to the
project/policy they would
have been anonymous (or
could only be tracked back
by a few people, such as in
a pseudonymous approach
e.g. PIP project?)
Multiple Organisations
4. Does the project or
policy involve more than
one organisation (including
IT maintenance
contractors)?
Data
5. Are you suggesting
using personal data in a
new or significantly
changed way?
Is this the sort of data that
people would have
concerns about?
6. Are you suggesting
using a lot of information
about each person in a
new or different way?
7. Does it involve using
information about many
people in a new or different
way?
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8. Does it involve pulling
together information about
people from different
places, linking it, cross
referencing it?
9. Is the data handling new
or introducing changes in
relation to:
- Data Collection
- Data Quality Assurance
and Standards
- Data Security
Arrangements
- Data Access/Disclosure
Arrangements
- Data Retention
Arrangements
Also, does it make the data
more readily accessible?
Exemptions and
Exceptions
10. Could the project or
policy be exempt from
needing to consider
privacy?
11. Is the key reason for
the project or policy a
major contribution to public
security?
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12. Does the project or
policy mean that personal
information will be seen or
shared by other people,
organisations or other
countries that don't have
the same legal needs to
consider privacy?

STEP THREE
Consultation plan

Project / Policy / Process Name and short
summary
Who will be consulted on the privacy issues of
this project / policy/ process?
What are you going to consult on?
Set out the groups/individuals and the dates
that they are to be consulted on. Also means
by which you are going to consult (letter/email/face to face etc)
Is the SIRO aware of any relevant issues?

Guidance
Include brief outline of project and who will be
affected by it (including numbers of people,
and whereabouts in the organisation)
List all stakeholders/those who will be
affected and why they have been chosen.
List the relevant issues which have come from
the screening process (and any other source)
Set out timetable

Project Team comments

What information risks have been identified?

Who was consulted with?

Note responses to any questions asked / any other comments:
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STEP FOUR
Action Plan
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